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Abstract:

relation between the secret information and the processing data effectively, this paper investigate a design of AES SubByte module of

The secret information of cipherware leaks as energy consumption during AES implementation. To reduce the cor-

anti-zero value power attack and its VLSI implementation . First, by analyzing the traditional GF(256) inversion algorithm, an im-
proved additive masking GF(256) inversion algorithm which adopts key module reuse method is proposed. Then a novel SubByte
module structure is constructed by applying such algorithm, which has significant area and speed improvement and all data can be

additive masked. The experimental results show that the novel scheme has correct logic function. Compared with traditional SubByte

module, a remarkable improvement is achieved by the proposed approach on highest working frequency and area.

Key words:
tion standard( AES)

1 5l5§

20 I FE  ( Differential Power Analysis, DPA) & —
ol s 2 AR JBAR 95 5 23 BT 5 0, o T 1 e A1 A Al i
R - O BB 2 4y T RE B, AR R TR A
Tk B M AR S FE I b 5 LA S PR AL B
AHEIR Y o —A7AE i, TS 85 ) 0 i s ) AR 15
S5 S PR Al PR AT A RO RAG , LA 85 1 T
HRE AT, SE BB 22 23 AR B (4 H B AR, LATE
A ) 7R 2% 0 %% B (Advanced Encryption Standard , AES)

Wik H 11 :2011-10-20; & 7] B 1 :2012-02-28

SubByte Module ; zero-value power attack ; differential power analysis( DPA ) ; additive mask ; advanced encryp-

SIS I RE GRS, 3 SMBE 2 AT AE A
PR RE ) A0 R4 3R 8 103 3 IO P, TR RS B8 A
JA 2 At i BRI PR AR . DRI, e ARGES R TR
A FET i v B T B A2 B2 R S 5 3k FE AL . Sub-
Byte BRI AES HE— (AR LA RE 454, 9By X
PAE AES PIpAL B 1 T R | e RE R R 4 O T A
A R 22 0 DIRE B AN (AR Mo ) R B x4,
$2ii SubByte 5 B By 47 45 % 73 1 (9 BE J1 XS AES 1% 4
PR E 2R DURT AT SCRRER g B 25 0 DA
Yk LA BT ZE I AEBCEPERERY SubByte 4544510, {0

I H  E R 1 RPHEEE4 (No. 612741323 No. 61076032) 5 1+ 1 34 (No. 20113305110005 ) 5 #1448 8 5 R B35 A A 35 H (No. 2011R09021-04)

WA R AR IS SR GBIt A A 7)) 5 B B Bl



2184 H +

SO R T RIS R S i, #E SCk[ 8 ] A SRk [ 10 ]
FERHER b, P OCHE H AT T i w1 e it s — T
BUHE TR GF(256) 38N 1 5 oK 33 3403 5 SR I MR e ik —
AR — MBI SubByte BS54, 52X i A v 1) £
I 5 WG G B P () /0 0 e ) T RR O 4 s
B TAF B . SMIC 0. 13pm FR#E CMOS T.Z5F , Synop-
sys Design Compiler Z5 5 BrilE R 25 A HA R 4T
FRIHT 2 (B BN A8 St T 22 4 D AR St PR B, 10 AT 4
N, g R A 5 P

2 FEIIBIGREREGEEE

N T B 2 S DA B 3T AT R TR 3R 2k
FERCE AR B GF(256) R 6 35k, a8l 1 s, i i
PR — IR ARS $3EDT SR S2ERIEI GR(256) 3K
ey Bt e R 13 B A AR TR TR, A BE B A 2
FETC O 2 o RE Tl A 2 R TR
[ WA Az B8 7 A I TR 5 FL e A SRR T 1 T REAT
FE D 2 22 SRR A, R 25y D RE TR 1 SR, AR IO
WEEEHIR L H AR LUK 1 TR GF(256)318
FedNE PR BIR A A B A F T in+ X = pk
@ X, p k43500 AES B 05— 5018 54 dh X I 1
KR A Y], X NBEYLE A p = kL RAH

p=k=in=0=(in+ X)* Y+ X*¥Y=0
—=(in*Y)'=0 (1)

MBI IhFE S p o b S50 FIAEA W B 225,
Tt B AT 1 22 40 T ARE Bt 9 S s DI A mT i ST
HR T p = k AYBASC, B R4 M s vk g
— AN T TR AR B ) AR

-
X7 J«o«[ 7]

é‘Fﬁtz):lm
(T J«d< [T (a7
e
Bl1 GF(256)3fen:tt MR B H L4
T B EAE DIARE T, Oswald 55 A\ 45 & N3 Fi
ek P B i B AR, 48— BT B GF (256) 3 oK 0 55
ES B AGERINT
B GF(256) KR v AT GF(16) 38 i) 2 v 2 33
H ax + o, T, HHF a,, 0, € GF(16) 0]
yilz(ahx+a,)71=alllx+a; (2)

2 2012 4F:
Hre
ap = apx d (3)
a=(ap+a)xd (4)
d=(d}xpy) +(a,xa)+d’ (5)
d=d" (6)

Horp po MU GF(256) kS5 2] GF(16) 34 1 %
S T
TEINE P B GF (256) 38R 336 55 12 v, 45 4 25002
y + mask , JeH mask R BECR . BAEBBLST B GR(16)
AT ERN Cay, + my) x + Cap + my), Jerp my, Flmy Ry
mask 75 GF(16) 3% N 4t Z2 X 19 22 8. 1% GF(256) 5k
P B R 0 SR A BT s
(Cap + my)x + Cay + ml))_lz(az+ mh)x+(a}+m,)
(7)
ap+ my = (ay + my)(d +my) +(d +m)my, + (ay +
my,) my + my, X m; + m, (8)
ap+m=Capxd +m)+(d +m)(a+m)+(d +
my)my + Cay+ m)my, + myx my + my+my, (9)
d+my=(a,+m)*x pg+mh xpy+ (a, +my) (a; +
my) + Ca;+ m)*+ Cay + my) my + Cay + my) my,
+ my X my + m% + my, (10)
/ﬂ\:':':' d’ + my = d='+ mz,ﬁIU@_i‘i GF(16)i9jU][I‘7£
PERRROR A H] R RS (8) ~ X (10) 2K,
ME— X BT T GF(4) 30 3K 308 5506 55 o T iZ S8 i - O
BE (d+m) "= (di+m)iP=E+m, P d,m
€ GF4).

3 MR GF(256)1E R E %

BT E AR GF(256) f8 K 0 35 vk 7 24 % iz 3 i
AR G AT A VE BR i, R R R R E R
A (8) ~ 3 (10) AT F1, £ T GF(256) d8 oK % vk iy 153
A PEF AR PAE GF(16) I e k2 B, STk [ 1042
HE R R B S 0 D GF(16) 3l afe ok 12 8 i B, LA
Bm—AF 75 i@ A, 35 20800 R A5 A O
JERH SRR IE A .

I SCRRI8 JFN[10 82 H 1Y GF(256 ) 85K 108 53 12
ORISR FH OGBS B 52 T 1) ik , 6 12 P A 80 34
B GE BT AR T, 46 B — kg e AR i R R R 38R
25, 0 R
an+ my=Cay +my)(d +my) +(d +my)m, + (ay, +

my) my, + m5 + my, (11)
aj+m=Cay+m)(d +m)+(d +m)(a +m) +
Caj+ my)my + Cay, + my) my, + my (12)

d+ ml=(ah+mh)2><p0+ m%LXp0+(a,,+m1)(al+mh)



& o1

TENSE Bt (G Y AES SubByte #E e i53 K H: VIST 5231 2185

+(ap+m)?+(aqp+my)my, + Cap+ my)m+ my

(13)

X (11) ~ K (13) 1= (8) ~ X (10) BT A1, Bl itk

R GF(256) 382K 180 58 10 76 DRk X A v ) B3040 s v

BER RIS, 4 GF(16) 33 i B i) %t h 8 Ak 2>

6. £ 1A T AE GF(256) IR 6 & ik 1yt F I

B, 530k 10 140 Fb , ootk 75 53 3k A TR I A B U vl 7

A 6 A4, B i 3 Ak E] 2 4~ BT GF

(16) IR AL TN GF(16) 38 7 L #E GF(256 )tk

A A S B Py S R A, R U T v A

T BB L A /L A A A B A A R S B TR

EWIN, RGEIE 2 B O AR

£ 1 TF GF(256) 8k B % o0tk B @RI

SCHKE8] | Sc#k[10] | A
FeiE 8 7
REES 2 3
Se V05 S O R AR 2 2

4 BB GF(256)18 K EE AR 424

A (1) ~ K (13) X et B GF (256 ) $8 3K 1 58 %
PIZEARE TN 5] 2 Fros , Hoh @ o GF(16) 38 1) e 32 5%
B X2 o8 GF(16) 3P Jr B ; X2 x po 1 GF(16) B
St AT T B AR R G 5 B po TR MBI @ R

| agtmy |—>( X xpo)‘*' (awtms)™ po

GF(16) 3R [ inyE A ; Inversion in GF(16) 7 GF(16) 3] 114
SR A, FLah e 5 & 2 28 08], ME— AN 7E T GF(4)
BWoRM G FESN T GR(4) B Jria &, vl & 3 fr
NGRS SEGE

L2 8] LR H, 5 SCHER 010 ] B ek it 55 2 45 A A
Fb, BT 1) GF(256) SR 38 g 45 44 vh vl 42 e vA A
HREE R 2 A, R D 1 A4S 05 455 e Fn— A4 7fe 1k
e BT 128 7 AES Bk HE 16 41> GR(256) Bk i
B, PRI B 3 e R 58S T RRUF 4 D /D S A 24 mT
LT . T3 A0 el T2k R4 58 DA R4 A s L e i O
A, 53R 10 ] H R B sk a5 AR L, 1 2 Brs 4540 B
AW A — 71, BT IRAT A DL R OGRS 5T
FHACWE (G T, F B OC B PR AR 1 BB 1R 15 N
BE] 10 A, AR BB o ; 55 4h—J7 1o, 8 1 i 4
TR AL B FEN S d + my B a + my RS
I —A TR A IES S (K BT 4),
WIS 8 d + my B R B 3 35 5 0o B AR
(B8 1-5 A RITHEEALE) | H 3% 0% 1 4 1
SECIEL A A A R SMIC 0. 13pm A1 #E CMOS .7,
A REY, ZEL S 10] A AR A 4
12.9% , 5 10.4% , B ARBETE 3 i F X A
TR FRURR A R 2 5R ™ At ) A 485 X 1R 4

mp

4
Lotm }>@«{ m |

v
{ aﬁ;m;. |—>®—>| (a1+m:,)>< m; |——

[ m Q) m)xp &<
Y Taversion in . &
El aimn > @Dy &> Fm (@ > [ @' [y @m) > @ ;> aom ]
\4
—’®—>I @ctmy<(army) p@<«|__m | [ m @ m || atm |
A 1 +2
ﬁ 3 @m, > @[ @rmp<@my|>e
A 2 \4
Cam )@« T > @ [y —®
A 3
L m ]
*Qf > =0—5>-M
(aitmy)x my
v
2 @D ST |—>E>J4

B2 BuiEIGF(56)R i g

m;
)4

i P @D | &> aom |
(ml)2

E3 GF4)ERisHEREW

5 BAEIZE{EINFEING SubByte AT VLSI
LI
TR bR B kR G (256 ) S8 s 10 B i A ) 45 4
[IBIEFE , R4l SubByte A5 HR [y T /B 45 5, $2 H —Fh B 0
FAEDIFETCE 1) SubByte AL, F 45 HHE [ 4n 151 4
FER CEAEE =AY i A GF(256) dak oK 30 53 3
53 WS AR MRS 3 LA I mask BB .



EE ' 2012 4F

2186 i f
e | BOERGE2 el
in+mask-1- SR ol R 5
| o \ ]
mask- Aok PEER 4 —>el? o
s
TR > mask 57 i

El4 BiaFEThFEL T I SubBytet R & 7

o in Ry AT, mask R BE R T, out A
T, mask MR 58 B0 AR 4 o R BG4 (63H) 5
B R 5~ mask 19 5 BEERATE , JRAIE SubByte A5HR [R]85
TRZAL T I Ve B i 22K

AR AT X EIRPT %1 SubByte £ H if
T ENUBL, B EE RN 2 PR .

*2 MESENFERER SubByte PR E R

in mask SubByte(in)  |SubByte(in) + mask out
35 5 38 43 43

53 98 150 248 248
71 40 160 200 200
51 102 195 42 42
255 48 22 70 70

Hrr, SubByte( in) HEIAFT in & SubByte EE e 48
YEJG MBS A . N 2 HR el LA 1, B it SubByte FER
B T S AR A A A SRR AR AE AR [R] . 20 T
UERA T 1 Ho, 32 56 T RE TE 4

SKH SMIC 0.13um 45 #fE CMOS .25, i % 3 AES
SubByte #EH i 55 TR 0] 3k 223.2MHZ, i F 1 L2
4 9.49 x 10 *mnd , A5 FEHLECE A48 .

0 % 3T B9 SubByte £ B 5 & 45 SubByte 15
Pels 10U HEAT B, 22 Synopsys Design Compiler 7£ #H [F]
CMOS LR XA Btk AT 25 A Bk, 230 45 R an 3k
3R,

%3 [ AES SubByte #E1R bk 55

SCHRLS] | scEkf10] | ScEk(11] A3

T.Z/pm 0.13 0.13 0.13 0.13

B /MHz 191.9 211.9 202.0 223.2

T /10° mm? 21.81 10.79 16.36 9.49
Bt B D FER 5 & 5 &

H 2 3 AL R B TR RS B B T
VRT3 0 235 I RT3 T, 48 20019 0 3Fe 2 M Bt e i 11
T ZAE AR 5 5 3CHR[10]H SubByte 13
FHEG , 76 PRR5 B I Z(E D AE o oh e RE Y R, o 3158
SR, T S A 45 4 T M0 7 0, 2R 5 B e AR A
TR A BRI

6 Z5it

FAH LN FE BT A 52 B i AT AT, X5 R A e Y

LA RPN T R R, M N 5 B AR ik
PNNBE IR — F A BORAE . TE 73 M7 15 T8 Uk B & 4%
TR PR At L, R 5% SRS Bl A2 T B AR 4t — b
BP0 R T RE FG) GR(256) Sk P ok iR 106 5035, A
WA 3t 7 — R B SubByte IR . SRS R R
B 258 BA BT DA BT PR RE , [R] I T AR i
PR B 5 B, ]9 0 DAk B 8 A ) TR
R L K5 AP AR DT TR A T R I T

&% 30k

(1] BRITBE, 5k MG, A0 i B, <5 Wy 3 e 0L R DES /9% 421k
WF7E[I] . L F2#4,2009,37(11) : 2389 — 2395
Chen K Y, Zhang P.Research on the DES Physical Observable
Security[ J]. Acta Electronica Sinica, 2009, 37 (11): 2389 —
2395. (in Chinese)

(2] ME e, 5 SO . Rk S8 B 0 27 77 4 1Y 22 73 BE i i
[T] . F 515 H. 44,2009, 31(10) :2406 — 2410.

Zang Yu-liang, Han Wen-bao . Differential power attack on liner
feedback shift register[ J] . Journal of Electronics and Informa-
tion Technology,2009,31(10) : 2406 — 2410. (in Chinese)

[3] Alioto M, Poli M, Rocchi S. A general power model of differ-
ential power analysis attacks to static logic circuits[J]. IEEE
Transactions on Very Large Scale Integration (VLSI) Systems,
2010,18(5) :711 - 724.

[4] WuK,LiH,YuF. Retrieving lost efficiency of scalar multipli-
cations for resisting against side-channel attacks [J].Journal of
computers,2010,5(12) : 1878 — 1834.

[5] Akkar M L, Giraud C. An implementation of DES and AES,

secure against some attacks| A ] . Proceed of the 3rd Internation-

al Workshop on Cryptographic Hardware and Embedded Sys-

tems[ C] . Paris: 2001 .309 - 318.

Golic J D, Tymen C. Multiplicative masking and power analysis

of AES[ A]. Proceed of the 4th International Workshop on

Cryptographic Hardware and Embedded Systems[ C] . Cologne:

2003.198 - 212.

[7] Ors S B, Gurkaynak F, Oswald E, et al. Power analysis attack
on an ASIC AES implementation[A] . Proceed of International

(6

[}

Conference on Information Technology : Coding and Computing
[C].Las Vegas:2004.546 - 552.

[8] Oswald E, Mangard S, Pramstaller. A side channel analysis re-
sistant description of the AES s-box[ A].Proceed of the 12th
Annual Fast Software Encryption Workshop[ C] . Paris: 2005.
413 - 423.

(9] Wh%, G RPE B . BT 22 40 DIAE 43 BT R 22 40 S50 W A7 114
AES Hi%: VLS T 552 T] . @5 241, 2010,31(1) : 20
-29.

Han J, Zeng X Y, Zhao J. VLSI implementation of AES algo-
rithm against differential power attack and differential fault at-



8 11 H EMSE: . DR IIFE T 1Y AES SubByte 54511 K% J VLSI 23 2187

tack[ J] . Journal on Communications,2010,31(1):20 —29. (in
Chinese)

[10] X4, R, #6725, 55 . AL T FAEIIFE AT Y AES
S VLSTSE BT ] R AL LR, 2007,33(16) : 220
—-222,233.

Zhao J,Zeng X Y, Han J, et al. Simplified AES algorithm of
resistant to zero-value power analysis and its VLSI implemen-

EMEE Y, 1966 4F A T WL AL, 18
+, B LA S, R E R TR AR RS R,
FETANESEHASR, PEHBT¥SBT
SIS RGE VTR ETR, PEITAN%:S
ZEZESENZEL VW EASTON HTE
BT S 3% e, R TG 2 B AR B G L
B 7 T RIF ST TAE .

E-mail : wangpengjun @ nbu. edu.. cn

FBZEWE 55,1987 4F H AR T RBUE IR, -
R E, 32N FHR T FE 5 3 5 B % B
PRV W EIE AR

tation[ J] . Computer Engineering, 2007, 33 (16):220 — 222,
233. (in Chinese)

[11] Trichina E, Seta D, Germani L. Simplified adaptive multiplica-
tive masking for AES[ A]. Proceed of the 4th International
Workshop on Cryptographic Hardware and Embedded Systems
[C]. Cologne:2003: 187 — 197.

WEKE 59,1982 4FE A F Wi A M T
e, BENFARTIAE S w5 8% B 4L ok
P& B DPA Yk VISI #6315 i Y 0F 5% T
fE.



